|dentity Theft,
Fraud, and Scams




Today’s Webinar

Reducing Background Noise

We've muted dll attendees to help with audio quality.

Using the "Q&A” Feature

Submit questions at any point. Let’s test it!

Presentation & Recording

This presentation is being recorded and will be posted on our
YouTube channel to re-watch.

Post-Workshop Survey

Take our post-workshop survey and let us know how we did.




Meet Your Hosts

Ty Koppelson, CCUFC Jen Fries, CCUFC Terrence Bazile, CCUFC
Community Engagement Specialist Community Engagement Manager Community Engagement Specialist



Not-For-Profit Banking

at Harvard FCU

Community Focused

Harvard FCU is dedicated to empowering our
community at Harvard and beyond. Once a
member, always a member, even if you leave
your job. When you join membership extends
to all family members.

Products & Services

Free access to ATMs nationwide. Credit
cards with cash back rewards. Home
loans for purchases and refinancing,
student loans and refinancing options, auto
loans and more.

Access Anywhere

Convenient locations and Online Banking.
Mobile Banking and Digital Wallet ready.
Access to the nationwide CO-OP Shared
Branching Network.



Today’s Presenter

Daniella Ciuffetelli

Fraud and Compliance Manager



Definition of Fraud

Types of Fraud: Identity Theft,

Elder Financial Abuse, Scams
Steps to Take & Prevention for
each type

Tools to monitor your credit




ldentity Theft,
Fraud, and Scams



Fraud

Fraud Is:

* when someone tries to trick you out of your
personal iInformation and money.

« Examples:

e Purchases are made using your debit or
credit card number

e Forged checks




Fraud

Fraud i1s NO

* glving someone authorization to use your
debit card, then not liking how they use it.

» forgetting to cancel a subscription or a free
trial before it charges.

e SOMeone using an account they are
authorized to use.

» kids making purchases without your
knowledge.




ldentity Theft

|dentity Theft is:

* When someone uses your personal or
financial nformation without your permission.

 Examples:
o Creditis applied for in your name
* Unemployment claims or tax refunds are

filed using your information, with payment
directed to thelr accounts




Scams

Scams are:

* an intentionally deceptive way of obtaining
someone’s persondl information or money.

 Examples:
e Romance scams
* Phishing

 Fake Check scams




Phishing Examples

You currently have (1) packages ready for delivery, #11979-141589 16620

@e0b611@email.energiaradio.online>

—! You currently have (1) packages ready for delivery.|#13918-156471

UPS

You have (1) package
waiting for delivery.

Confirm your shipping details

CONTINUE

Schedule your delivery and subscribe to our push notifications te avoid this from happening again!

Your tracking code;

11979-141589

SCHEDULE YOUR DELIVERY

If you do not wish to receive this {be of newsletler, please unsubscribe by clicking this uns@bscribe (i}
Or writdlto: 1962 Main St_# 206 Sarasota FL 34236




Phishing Examples




Phishing Examples

-We Have Temporary Blocked Your Email From Sending #21762 © spam x

@_\NYHVD...@reateamotivationritu.onmicrosoft.coman_'; r01-cwx-obe.outbound.protection

ome «

Why is this message in spam? It is similar to messages that were identified as spam in the past.

Report not spam

Gmail

Dear Costumer ,

| am the representative of customer support center at Gmail.

We have received 42 complaints about your Email
account recently.

Complaints Informations Details

« Complaint ID : 08561306121
« Complaint Received from : Gmail
 Complaints : Sending Malwares and Viruses

There are thousands of spam emails that were sent out from your email address
in the last 3 days. We require your clarification now to avoid mail account deletion
within 48 hours.

We recommend you to install an antivirus, We will choose the best one for you.

Scan for viruses
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~We Have Temporary Blocked Your Email From Sending #21762 D 'Spam x

brO1-cwx-obe.outbound.protection.outiook.com

Why is this message in spam? It is similar to messages that were identified as spam in the past.

Report not spam

Dea
We have received 42 complaints about your Email
account recently.

Complaints Informations Details

« Complaint ID : 08561306121
» Complaint Received from : Gmail
 Complaints : Sending Malwares and Viruses

There are thousands of spam emails that were sent out from your email address
in the last 3 days. We require your clarification now to avoid mail account deletion
within 48 hours.

e for you.

Scan for viruses
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Elder Financial Abuse

Commonly used tactics:

¢ Sweepstakes scams
* Jech support scams
o Grandparent scams

« Government impersonation scams
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Experiencing
ldentity Theft

Signs to watch for:

* Unusual charges or transactions, even small
ones

* You suddenly stop receiving bills

* Recelving credit cards in the mail you did not
apply for

 You are denied credit unexpectedly

e You notice unknown accounts or Inquiries on
vour credit report (AnnualCreditReport.com)




Experiencing
ldentity Theft

Steps to take:

 [ake adeep breath

* File anldentity Theft report at
[dentity Theft.gov and reach out to Identity
Theft Resource Center (ITRC)

« Alert your financial institutions and creditors
iImmediately, closing any accounts someone
May have access to

* Place afraud alert and freeze on your credit
reports

« Change your passwords and enable multi-
factor authentication
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Preventing Fraud

Ways to protect yourself:

« Be cautious of high-pressure, urgent demands
« Educate yourself on common scams

» |nstall trusted software to protect your
devices

« Use strong, unigue passwords on each
account

 Assume any unsolicited correspondence
requesting personal or financial information is
suspIcious, and treat it as such

« Check your credit report regularly, and
consider placing a freeze




Credit Report

Receive a free weekly copy of report from each of 3 bureaus.

ANNUALCREDITREPORT.COM

® < EC]

Annual CreditReport.com

The only source for your free credit reports. Authorized by Federal law.

m All about credit reports Request yours now! What to look for F

r
.J,a v\& & 0%

. o { ___ : > - SR 0 ’,‘ v o - ; 3. v' : :
‘ f 7 ?.: L—L -'- 1.~. - r-} g\ *51* ‘\.‘h f“:ﬁ"’-‘f.jg o X 3-1 ‘E—'\"- ‘z y \‘\)"" 2% e “7’-"-"_"-‘
Request your free credi

Don't be fooled by look-alikes.

Lots of sites promise credit reports for free.
AnnuaiCreditReport.com is the only official site explicitly directed by
Federal law to provide them.

About AnnualCreditReport.com
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See your financial future.

With Savvy Money, you'll get:
» Daily updates
» Real-time alerts

» Personalized tips
= Special offers to help your credit

All with no impact to your credit score!

Get started in Online Banking.




Jen's bookmarks

Identity Theft
Resource Center

A non-profit that helps victims of identity theft X QUICK EXIT

1T~ | IDENTITY THEFT
rris\.

RESOURCE CENTER

Victim Help Center Solutions

IDTHEFTCENTER.ORG

Your life, your

The ITRC is a non-profit organization estab
risk and mitigate the impact of identity




L earn More:

ﬁ Greenpath LEARNING LAB+ FINANCIAL COUNSELING v+ FINANCIALWELLNESS v ABOUTUS v CONTACT SEARCH
financial wellness

RESOURCES TO SAFEGUARD AGAINST IDENTITY THEFT AND
FINANCIAL FRAUD

In an increasingly digital world, there are more opportunities than ever for fraud. Whether you are
concerned you may be experiencing identity theft or want to learn how to protect yourself, these

resources can help.

1. Review all Three of Your Credit 2. Connect with Your Financial 3. File an Identity Theft Report
Reports in Detail at Institution with the Federal Trade
AnnualCreditReport.com Contact your financial institution Commission at IdentityTheft.gov
It is important to review your report from immediately to alert them you may be This process will walk you through

all three credit bureaus (Transunion, the victim of identity theft and inquire additional steps you may need to take in
Experian, and Equifax) as information about additional security features for your situation to create a recovery plan,
reported may vary. You can access these your account. in addition to helping you file a report

reports free once a week. If you notice with the appropriate officials.




Support & Locc

Harvard

FEDERAL CREDIT UNION

| WANTTO v BANK v BORROW v INVEST v PLAN v LEARN v

GreenPath

GreenPath Financial Wellness offers free Green PCIth F ind nCICII Wel I NessS
credit, debt, budget, housing, and federal
student loan counseling.

HarvardFCU.ORG/GREENPATH

Home » THRIVE » GreenPath Financial Wellness

Expert Financial Counseling a

As a benefit of Credit Union membership, you have access to the GreenPath Financial

* Free Debt
Wellness Program.
. : i : $ . * Debt Man
A caring GreenPath expert will take time to understand your financial situation and develop a
personalized plan that works for you. * Credit Ref

| To speak with a GreenPath Financial Counselor, call 877-337-3399. Help is available in more * Financial |
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Support |

Harvard

FEDERAL CREDIT UNION

| WANTTO v BANK v BORROW v INVEST v PLAN v

Survey Says!?

Let us know how you liked this webinar. WOrkShOp survey
HarvardFCU.ORG/SURVEY

Home » Workshops » Workshop Survey

Thank you for attending an Harvard FCU workshop.

Please click the button below to take a brief five question survey about your workshop experience. Your
we can better support you and improve the financial wellness of the communities we serve.

Give us Feedback! >




Let's keep
In touch!

connect@harvardfcu.org

harvardfcu.org

@)

@HarvardFCU

Find us on all social channels

104 Mount Auburn Street
Cambridge, MA 02138

NORN4S




Harvard
FEDERAL CREDIT UNION

New Branch

Coming Soon!
1620 Tremont St, Boston, MA 02120
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