S4rvak) INWVERSITY
g v REDIT UNION

>

Dashboard

Financial News

Branch Availability

Checking §5.00 To help prevent the spread of COVID-19, seve
the facilities where our branches are located |
Basic Checking $5.00 closed or restricted access
$5.00
fy
. Savings $0.00 An Open Letter to Our Members and Com.
/ We're all in this together
Joint Savi
) / ngs $0.00
a $5.00
I ( ) l: e c t 1 11 Credit Cards
$0.00

“atinum Rewards Card
Pay s

$2.500.00

Your Money from = - -
Scams and Fraud

Last 30 days

Logged in 10 limes

;D

£\ HARVARD UNIVERSITY
(1T] ) EMPLOYEES CREDIT UNION

”v\\..
-



Not-for-Profit Banking

® ©

Community Focused Products & Services Access Anywhere
HUECU exclusively serves the Harvard Free access to ATM* nationwide. Credit Convenient locations and Online
community and all Harvard affiliates. Once a cards with cash back rewards. Home Banking. Mobile banking and Apple
member, always a member, even if you leave loans for purchases and refinancing, Pay ready. Access to the nationwide
your job. When you join membership extends Student Loans and refinancing options, CO-OP Shared Branching Network.

to all family members. auto loans and more.



THRIVE

Financial Wellness

Free Financial Counseling, Blogs, Workshops, Worksheets, Short
Videos, Calculators and online education portal.

HUECU.ORG/THRIVE
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FINANCIAL WELLNESS

LEARN TO LIVE YOUR BEST MONEY LIFE!

THRIVE, HUECU's financial wellness program, brings award winning personal finance education and expertise to members. Learmn about home buying, debit repayment, credit
live webinars to video content, blog artides, and personal finance worksheets, THRIVE has something for everyone.

THRIVE with HUECU

Workshops Financial Counseling

HUECU holds free workshops for our community throughout the HUECL members have access to free budget, delst repayment, HUECL's blog provi
year! A number of workshops are available in Spanish as well. credit and federal student loan counseling through our partners at home buying tow

GreenPath Finandial Wellness.
LEARN MORE
LEARN MORE l




What are Fraud
and Scams?




What are Fraud and Scams?

FRAUD SCAMS

Usually more complex targeting corporations Always involves loss of money.

and organizations.
Typically targets individuals.

Could result in large monetary losses.

SCAM EXAMPLES:
FRAUD EXAMPLES:

Money laundering, Ponzi schemes, officials to access your accounts, random

Ransom scam, impersonating government

bribery, misappropriation of cash and winner to get your information.

assets.



Types of scams and fraud and what you can do to protect yourself.
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Types of Scams

DEPOSIT CHECK
“MAN IN THE MIDDLE"

MONEY TRANSFER

v Online Romance Scams

v Grandparent Scams

« Gift Cards

PHISHING
"LOTTERY/SWEEPSTAKES"

GOVERNMENT IMPERSONATORS




Why Care About
Scams and Fraud?




Eifects of
Compromised J
Information

Can create new identity with your information

Obtain loan and credit cards under your name

(and not pay the debt!)
Potentially access your finances

Prevent or delay you from reaching goals




What Can You Do
To Protect Yourself?




Recognize Red Flags

SENSE OF URGENCY

ODD REQUESTS

v Personal information

v Gift cards
v Money

THREATS

TONE

v Look for the “S” (https: /)

« Don'’t open unknown attachments

« Poor grammar/spelling




Scam Example

Seems too good to be true? It probably is!
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File Message Help Q Tell me what you want to do
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— To Manager
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Delete Archive Reply Reply Forward =2 = , _ Move
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Delete Respond Quick Steps M Move

Fwd: 33 Expiring Soon: Your $90 CapitalOne Reward [

From: Capital One <yykngdpp6ecal3hdhz2a@luxsuccess.com>
Date: September 21, 2021 at 4:48:15 PM EDT
Subject: [*] Expiring Soon: Your $90 CapitalOne Reward l

Ca p i t a I 0 ne Credit | Banking | Loans

Congratulations!

Your latest activity qualifies you for a new
promotional gift.

Simply take our brief customer experience
survey to get your reward worth up to $50!

Access Your $50 Reward

Only until 11:59PM today. (See Details)
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CapitalOne is a registered trademark owned by Capital One Financial Corporation, which is not affiliated with this ad. Capital

endorse this ad, its content, or the services offered.
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Scam Example

Let’s spot the red flags!

Hey there,

We're the customer service feam reaching out {o
help our newest members get started with
Netflix. If you'd like to chat before you start your
subscription, you can call 1-866-579-7172 with
any guestions. Also, there’s a bunch of
information in our Help Center, including
answers fo common questions about how Netflix
WOrks.

If you're all seft, finish your account setup to start
watching. If there’s anything you need help with,
don’t hesitate to contact us.

FINISH SIGNING UP

Cheers,
Netflix Customer Service
netflix.com

Netflix




Protecting
Yourself

Be stingy with your information

Verity who you are doing business with
Use secure WI-FI, emails, website, mail
Ask for help

Report to Federal Trade Commission

ftc.gov/complaint

Talk to your family (elders/children)




How HUECU

Protects You

v SECURITY MEASURES IN PLACE

v

v

v

WHAT WE WOULDN'T ASK YOU FOR
CONTACT/VISIT US WHEN IN DOUBT
KEEPING YOU UPDATED

SUPPORT IF YOU ARE IMPACTED




What To Do if
Your Information
is Compromised?




Potential Steps it
. L

Victim

Freeze credit

Review credit reports and monthly account statements

File police report

Sign up for credit monitoring

Increase security on your accounts

Close accounts

IF PAID SCAMMER:

Contact source where money was sent from




Federal Resource

The tederal government’s one-stop resource

for identity theft victims.

IDENTITYTHEFT.GOV

£, FEDERAL TRADE COMMISSION

l[dentity [ heft.gov

Report identity theft and get a
recovery plan

Get Started =

B

or browse recovezy steps
| —— -

“

IdentityTheft.gov can help you report and recover from identity theft.
HERE'S HOW IT WORKS:

Tell us what happened. Get a recovery plan. Put your plan into action.

Ala'll ack eame Aliactinne alvat it vat ir Al e that infa tAa Aronts a naresn
e il as some questions apout you We'll use that info to create a persona
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HARVARD UNIVERSITY
EMPLOYEES CREDIT UNION

Search

a GreenPath.
financial wellness

benefit of Credit Union
membership, you have access
to the GreenPath Financial
Wellness Program.

Expert Financial Counseling

GreenPath

GreenPath Financial Wellness offers free

credit, budget and COVID-19 counseling.

HUECU.ORG/GREENPATH




We Blog

Subscribe or visit our website.

BLOG.HUECU.ORG
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Check Your "‘Paycheck Health™ with the...

Featured Stories
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Survey Says!?

Let us know how you liked this webinar

HUECU.ORG/SURVEY
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Home » Workshop Survey

Workshop Survey

banking loans more members
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Disclaimer

This presentation is a general overview of principles you may want to consider. Only you
can decide what is best for you. This presentation is educational in nature and is not
intended to be, and should not be construed as tax, legal or investment advice. You should
always consult a certified advisor for advice on your specific situation. The examples used

in this presentation are for illustrative purposes only.
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in touch! | It

huecu@harvard.edu

huecu.org

] @myHUECU

Find us on all social channels

104 Mount Auburn Street
Cambridge, MA 02138




